
WHY DO CRIMINALS HACK YOUR 
EMAIL ACCOUNT?
YOUR DATA IS WORTH $$ 
Business email accounts are potential gold mines. Your emails 
contain valuable data, such as Social Security Numbers, 
passwords, credit-card numbers, and other details that can 
be sold for money on the dark web. In some cases, criminals 
copy entire accounts of correspondence, which can later be 
used for ransom or political gain.

CRIMINALS USE EMAIL FOR FINANCIAL FRAUD 
Often, criminals hack into a business email account in order to 
commit financial fraud. For example, a criminal might break into 
an email account and then immediately search for data that 
could easily be monetized (such as invoices or wire transfer 
instructions). Next, the criminal creates a fake invoice or wire 
transfer notification to redirect the funds, and then waits for the 
money to arrive. Sophisticated criminals add mail filtering rules 
that lengthen the time to discovery. 

YOUR CONTACTS BECOME THE NEXT VICTIMS 
Once criminals break into an email account, they often made 
a point of targeting related accounts, such as co-workers, 
clients, or anyone listed as a contact. 

EMAIL HACKS CAN BE DATA BREACHES
In addition to financial fraud, extortion, reputational damage 
and more, an email account break-in may “count” as a data 
breach. If an attacker had access to confidential information, 
you may be required to notify the data subjects and report a 
breach under state or federal law, depending on the contents 
of your email. 

HOW DO CRIMINALS GET ACCESS?
In recent years, email has moved to the cloud,  
enabling users (and criminals) to access email from 
anywhere in the world. Here are three ways that  
criminals get access to your email:

INFECT YOUR COMPUTER 
Criminals infect your computer by enticing you 
to click on a link or open a malicious attachment. 
When you do, your computer may be infected 
with malware that monitors your keystrokes or 
steals your login information when you submit a 
web form. 

FAKE A WEB SITE 
Criminals may set up fake web sites that  
look just like your email provider, bank or other 
common web service. Then, they trick you into 
visiting the web site, using phishing emails or 
other methods. When you type your password 
into the fake web site, they capture it and use it 
to login to your accounts. 

BUY YOUR PASSWORD ON THE DARK WEB  
There have been so many data breaches that 
billions of passwords are available for sale on 
the dark web. If your password was stolen in the 
past, it may be sold on the dark web to others 
who will use it to login to your accounts. 

PREVENT & RESPOND TO  
BUSINESS EMAIL COMPROMISE   
Email account break-ins seem to happen as often as the common cold— and yet they can lead to 

large financial losses, reputational damage, and more. In this handout, we’ll discuss how criminals 

break into email accounts, and what you can do to protect yourself and your organization. 

HOW TO:
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WE ARE HERE TO HELP  
Please contact us any time you have a question or need additional support.  
Phone: 406-830-3165  | Toll-Free: 1-855-LMG-8855  |  E-mail: info@LMGsecurity.com

REFERRING A CLIENT 
To refer a client to LMG Security, please email info@LMGsecurity.com

145 W FRONT STREET
MISSOULA, MONTANA 59802
www.LMGsecurity.com

PROTECT YOUR ACCOUNTS
You can protect your email (and other data online) using strong passwords and login security. First, here are a few important terms 
to know:

AUTHENTICATION - A method for verifying a person’s identity. 
For example, I might tell my computer that I am “jsmith,” and I 
prove my identity by typing in a password. 

VERIFICATION - There are three different ways that you can 
verify that you are who you say you are:

• Something you know (for example, a password).
• Something you have (for example, a key).
• Something you are (for example, a fingerprint).

TWO-FACTOR AUTHENTICATION - Verifying a person’s identity 
using two methods combined.

PASSWORD MANAGERS - A smart way to remember strong  
passwords is to not remember them at all! A password  
manager is secure software that stores your passwords in  
an encrypted vault on your computer, or in the cloud. 

Here are some video tutorials for setting up and using  
password managers and two-factor authentication: 
www.LMGsecurity.com/passwords

WHAT SHOULD YOU DO IF YOUR EMAIL GETS HACKED?
Reset your password. 

If possible, activate two-factor authentication. 

Place a legal hold on any mailboxes that you suspect may have been compromised, to preserve all emails.  
That way you can conduct an inventory and evaluate any data that may have been exposed.

Preserve logs immediately. Export and make copies of any logs that might show who logged into your email account,  
where they logged in from, or what they did. This can potentially help you narrow down the scope of the incident.

Call for professional help. Business email compromise can trigger breach notification laws, and lead to fraud and other 
crimes. Act quickly and get experienced guidance when you need it.

DO
Use Two-Factor Authentication! It’s easy to set up 
with many providers, such as Office365 and Google. 

Pick Strong Passwords - Choose a password  
that is long- at least 14 characters or more. Use a 
passphrase (a sentence fragment, song lyrics, etc.) 
to help you remember it. 

Use a Password Manager Program to store 
your passwords securely, so you don’t have to  
remember them all. Popular options include  
LastPass and KeePass.

TIPS FOR STRONG PASSWORDS AND LOGIN SECURITY
DON’T

DON’T Share Your Password with anyone—not 
friends, co-workers, vendors, or even IT staff.

DON’T Re-use Important Passwords. Avoid using 
the same password for multiple different websites  
or services. Never re-use personal passwords for 
work, or vice versa. 

DON’T Write Your Password Down on Paper,  
unless it’s secured in a locked location.

DON’T Store Passwords in Files on Your Computer, 
such as Word documents or spreadsheets.  
Instead, use a secure password manager.
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